@ Networld

FortiOS v5.2 BEARGEEFIES

7GR

=0V

B

Ver. 1.0

2 015 % 4 A 27 H
KRX=#HFYy bIT - ILF
S I 53 fit N =i
1>7353YY1-23> 8



I FortiOS v5.2 EAREFIEE ]

BiR

B - 7= 3
N U Pl 4
I oo g u (€T (=T = 57 N 4y 6
70 S Ly L 6
I N e 1) 1= | O ey 4=, 6
NG T €U ) == 2 PP 7
T8 75 B €1V ) 1 L TSP 7
NG T o b N v =, 7
R R N - =R 8
ST 7 B S T (| 0 e ey 4 =S, 8
SN I s 0 k- P UTRPPTRRN 9
3.7 TPATIA=IVIRIZT = HERR v 10

Copyright@©2015 Networld Corporation. All rights 2



|

FortiOS v5.2 EAREFIEE

)

1 oRETRERE

ERERE

HS | EEFAH Version | Page status | EEAST YERR | 2GR
1 2015/4/27 1.0 o FTRRVERK NWL | NWL
2

3

4

5

status: a(dd), d(elete), r(eplace), o(ther)

B Y17 )LOEDIRNCDONT

AEDORHABTO—BPFFEEPZ I CEEH I L2 UFT.
AEORHAT IR TFEHEEEINZENBDET.

WS EETCAREEE SEREL TEE,

m NetworldT7ZA)LYR—k

Tech-World
Fortinet®GRI(CEAT3YINII7HR—- NEO
https://hds.networld.co.jp/helpdesk/support/login.jsp

Fortinet FAQ
Fortinet® (BT 3LLHpAELEDTE

AREZFAUERFEEULIBROBEREZDIEKRCOVTE. EEZEVHNNRET,
AEDFRTEABCOVWTOBRIVED R, FHTFTHEDFEFRFAOTS THRIZE,
AEOTLHABIL. BERRITIEDOTHTEVER AL EVELTEZHEADEABC(L,

https://hds.networld.co.jp/helpdesk/support/fag_info.jsp?link_id=tec

mX—=AYAk

Fortinet 7 HJLRFI1 X2 b
http://docs.fortinet.com/fgt.html

Fortinet Knowledge Base

http://kb.fortinet.com/kb/microsites/microsite.do

Copyright@©2015 Networld Corporation. All rights


https://hds.networld.co.jp/helpdesk/support/login.jsp
https://hds.networld.co.jp/helpdesk/support/faq_info.jsp?link_id=tec
http://docs.fortinet.com/fgt.html
http://kb.fortinet.com/kb/microsites/microsite.do

I FortiOS v5.2 EAREFIEE

2 USIC

AFIEE(L FortiGate DERZTEDLVA -2y MOIERFIEZHAL THENET . BERETOREIC(L.
[GUI OSEEESTEIRL, FortiGate ZFIF9 % L THIEE2SH2LEBENETDEDLESFEFNTVET . CFIFA
CAEDETREZE,

AFNEENWHRETZEFEIERIGUATOBEOTY

o  HALY-DETE
® GUIDSERTE
e A(JH-JI-ADERTE
o I—F(IDEE
® I TIA—ILRUS—DIERK
m B
192.168.1.0/24 10.0.0.0/24
port2 portil
[Internal] 1
N N “ — § Internet
.254 1Ny >

—=5—

m e IEHR- J7— L0177

® PC_A: Windows7 Professional

® FGT_A: FortiGate-VM01(FortiOS v5.2.3)

XAFIEEZMNTIE portl [wanl]. port2 [internal]& FortiWiFi OF&ER—MNMIDWTHERHEHL THLET,
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1 porti[wan1] 10.0.0.254 255.255.255.0
2 port2[internal] 192.168.1.254 | 255.255.255.0 ping, https,ssh

QI —F1> 1Bk

8% %85% IP/NAY TIA
1 0.0.0.0/0.0.0.0 | porti[wanl] 10.0.0.1

®TFATIA=IIRIZ —

AN IF XETT ArTi-) Y-EX
1 port2 all porti all always ALL ACCEPT B%h
[internal] [wan1]
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BARERTEEVT, 109-TJ1—A&TE. GUI OBAEE(L. 91 LY -2 DKTE. T7A T IA—)RUS —,
W—T4 ) DR ERITVET,

3.1 aJ1>

IDY=IR=MNCI>Y -V —TIVetEiU., FortiGate (COJ/4>ULF Y,

OJ4>ID :admin
OJ4> A7 —R: U

3.2 O—-hILAIA >5—J1—REE7E

FortiGate @ GUI (7Ot X 9 31zh(C. CLI isO0-h)LEIA 25 —J1—AD IP P RLAEEIB7 I ADETE=

TVEI,
FGT_A # config system interface
FGT_A (interface) # edit port2 [internal]
FGT_A (port2) # setip 192.168.1.254 255.255.255.0
FGT_A (port2) # set allowaccess ping https ssh
FGT_A (port2) # end

RERICT LIV RTA 2 A—J1—ADFREEMERL TEE0,

FGT_A # show system interface port2 [internal]
config system interface
edit "port2"
set vdom "root"
set ip 192.168.1.254 255.255.255.0
set allowaccess ping https ssh
set type physical
set snmp-index 2
next
end
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Copyright@©2015 Networld Corporation. All rights 6



3.3 GUI S&E&E
GUI OEERTEFGENSHARBEAINERET.

3.3.1 GUIOY1>

FortiGate ® GUI (CO—AUAIA>H—TJ1—2ZH HTTPS TOJA L&,

URL: https://192.168.1.254
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GUI 0=35E

Name admin

Password

BAFEDEE

TREREENSBAGENYIDEZET .

System > Admin > Settings ANBEILE T

® [Language] : Japanese
@ [Applylz/uys

FE:RTINET

2 © pashboard
fo Status

il Fortiview

8 Network

(= Config

ﬁ’i Admin
* Administrators
i* Admin Profiles

- Certificates
& monitor

poetines |

FortiGate VMée4

Administrators Settings

Central Management

(O FortiManager () FortiCloud @ None

Administration Settings

HTTP Port 80 [¥]Redirect to HTTPS
HTTPS Port 443 £, SSL-VPN Port Conflict
Telnet Port 23

SSH Port 22

Idle Timeout 5 (1-480 mins)

Allow multiple concurrent sessions for each administrator.

] Enable Password Policy

| View Settings

50

Lines Per Page (20 - 1000)

@ Apply
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O
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ERSE el

w & o

@ [FRFRERR]ZI )Y
@ [AHA4>5-TJ1—A] : port2 [internal]
BXET7RUA] : all
® [HH1>5-J1—-A]:portl [wanl]
[5E5E7RLA] : all
@ [RF>1-)]: always
® [Y—-EZX]:ALL
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@ [NAT B%h] : B%
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W2
: H 1 £l all £l all T always @ ALL @ DENY
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“* DoS

= -]
Copyright@©2015 Networld Corporation. All rights 10



ARAA=Tz =2
RERTFLR
g
IS RS
A a=Tz =2
TETELR
Ardda =
oER
Pra
FEAF I [ FIT DA T
@ naran |@
© BEAATz - ADTELAFER
O SAFEIIIPT— A

EralF«707710
OFF LA A

oFF . WebZ1la
OFF TR =LA
oFf ) IPS

OFF | SSL/SSHA T Ar2igls

FS2
oFfF ) fr—ti—
OFF  IEREE/z—) -

oFr  Per-IPirz—4i—

0% 5 AFa
QT FFaTh S SEOS
@ FFaUTr b
O FATEHEyaw
[C] tzwira  BANEEH TS5 R
[C] 1ot edFe
AP
@D ot —EE

A1) 2 —OFEK

FortiOS v5.2 EAREFIEE

)

portz  [internal]
£ all

IR L TIR N0

E R L TRN0

portt  [wanl]
£ all

[T always

2 ALL

@O® ©

v ACCEFT

[ EEA -+

E R L TIRND

default
default
default
default

certificate-inspection

guarantee-100kbps
guarantee-100kbps

BEEDLD L

OK

v

8n 81 %1 81 &n

&0 8z

0/1023

11

= -]
Copyright@©2015 Networld Corporation. All rights



